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BITBlog: Email Phishing Is 
Real And Very Dangerous!

In August of 2016 29% of state government employees 
failed an authorized internal phishing. Nearly 30% of the set 
of employees tested clicked on a fake link that could have 
downloaded malware to their computer or compromised it in 
some manner. This is a serious problem! 

The magnitude of this failure indicates we need to increase 
efforts to educate and inform employees of the signifi cant risks 
associated with a simple email message. In a typical month, 
state government receives nearly 10 million email messages, 
of which over 80% are identifi ed as spam or malicious and 
are automatically blocked. 8 million are blocked by technical 
processes! But our automated defenses are insuffi cient to block 
all nefarious messages. It is imperative that every employee 
with an email box be consciously aware of a message before 
clicking on it and any contents within or attached to the 
message. The phishing threat occurs within state government 
every day! 

Phishing is defi ned as sending a malicious electronic 
communication, e-mail, text, etc., and is recognized as the 
most common attack vector in cyber-crime today. A variation 
of phishing, spear-phishing, is a more targeted phishing 
attack aimed at specifi c organization or group of individuals. 
The attackers research the organization, seeking names of 
departments and managers, and use this information to 
construct emails which appear to be legitimate and authentic. 

Reprinted in part from http://bitsocialmedia.blogspot.com/ - it 
is recommended every employee read this article.
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From The Training Connection Newsletter
Connecting Work and Passion

For many employees, their current career path has been a culmination of 
education, opportunity, and a series of “next steps” that seemed to be the 
most logical path toward advancement. When asked why employees chose a 
particular fi eld, the answers are quite varied and include money, opportunity or 
maybe even necessity. But having a dream job is not just for the lucky few. Those 
who enjoy rich and rewarding careers have identifi ed what drives them and have 
fi gured out how to apply their natural talents toward what they love to do. Those 
most satisfi ed with their careers have learned to connect their passion in life and 
their work. 

There are some very easy ways to discern what you are passionate about and identify your true talents. The 
following is a guide that can re-direct you to a more harmonious place in your professional life. Consider the 
following: 

Recall the moments of life that brought you the most joy. Think about what it was about them that made 
you the happiest. Was it the satisfaction of helping another or was it the thrill of conquering a formidable 
challenge. Remembering why it was so enjoyable is the fi rst step in discerning your passion. 

Assess what type of environments make you the most productive. Do you prefer quiet moments of solitude 
or do you thrive in a fast paced environment and sometimes noisy setting? The environment that helps you 
to be most productive is also the place that you are most likely to experience the greatest harmony. 

Listen to the feedback of others. Have you ever been told time and time again that you have a distinct 
talent for something or that you would be perfect for a specifi c job? Many times others can see things in you 
that you may have overlooked or really never gave much thought to. Acknowledge what comes easy to 
you. People who successfully connect passion and work know that ease over diffi culty is better for success 
and peace of mind. (Reprinted with permission)

Charitable Giving
The offi ces of Finance and Internal Services / Audit held two 

fundraising events. A biscuit & gravy breakfast feed and a Walking 
Taco lunch to raise for the 
Adopt-A-Family Program. 
Thanks to everyone who 

donated to make several 
kids’ Christmas brighter.

Tony Weiser - chief cook for the biscuits & gravy.

left photo by Kellie Beck, right by Amanda Olson
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Project Delivery 

by Kathryn Johnson, Project Delivery office
“Progress lies not in enhancing what is, but in advancing toward what will be,” wise words from 

legend Khalil Gibran. As many have noticed, Project Delivery is pressing forward and making sound 
advancements in aiding our team to use the tools we have in place while also making improvements 
to them. In a joint effort, we are not only striving to be relevant, but revolutionary in today’s business 
practices. 

With great change comes the inevitability for training and advancement of knowledge into our 
software tool known as “Primavera”. The Primavera scheduling tool has been used in DOT for the last 
10 years and is comprised of two modules. Users of the system have access through either “Team 
Member” or “P6”. Through discussions with our customers, we identifi ed a need to provide useful and 
“at your fi ngertips” training. In that effort, we rolled out online training of the Team Member portion 
of Primavera in June 2016. The online training can be found on the DOT intranet under training and 
“E-Learning Courses.” We are actively working on a similar online training course for the P6 users and 
hope to have it available by the end of the calendar year. 

In the interim, if you need training, tips or guidance on how to use either of these entities, don’t 
hesitate to reach out to Project Delivery for help. Also, you will start to notice around the building 
enlarged Gantt Charts, which are charts that highlight where the progress of a project lies. Our hope 
is that people will use these as references for where they are at on a project and also start to become 
more familiar with the project itself. We are very enthused for the direction of where Primavera P6 is 
heading within the department and are even more enthusiastic about taking everyone along for the 
journey.       

This past August Project Delivery contracted with a consultant from Denver, Colorado. The review 
reinforced our initial thoughts and provided an immense insight into helping us better manage 
Primavera in a more effi cient and benefi cial way for our customers. The recommendations included 
cultural and software modifi cations to our system which we’re looking to incorporate.  

Last month, as many may have noticed, Project Delivery took to Primavera to execute the fi rst few 
software changes. We were able to revamp the Enterprise Project Structure which gave Primavera 
a new look in the projects screen. You now can see that projects are grouped by fi scal year making 
them more accessible.  Also, we restructured the Organizational Breakdown Structure, making us one 
step closer to implementing resource allocation in Primavera. Our project delivery team has had an 
opportunity to review the cultural changes and provide input into the recommendations. Besides 
restructuring the OBS, we have been working through the 2017-2020 STIP updates and making the 
necessary revisions to the affected projects. Also, we have been maintaining the current projects in 
the pre-construction phase in Primavera. 

Overall, our commitment is to you, the consumers in the department, and we want these changes 
to be most benefi cial to all of you. We have seen great progress with dates being entered and we 
encourage this practice to keep growing. As we keep changing and pressing forward, we appreciate 
everyone who has engaged in Primavera and ask that you keep bearing with us as these changes are 
implemented. After all, Rome wasn’t built in a day. 
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High Friction Surface Treatment 

In South Dakota, road departure crashes account for over half of all fatal and serious injury crashes.  In 
the past 5 years, almost 3,700 fatal and serious injury road departure crashes have occurred.  One-third of 
these crashes occurred at horizontal curves, even though horizontal curves account for less than 10% of 
the system.  Recognizing the over representation of road departure crashes at horizontal curves, the South 
Dakota Strategic Highway Safety Plan identifi es different countermeasures to address these types of crashes.  
One of these countermeasures is High Friction Surface Treatment (HFST).  What is HFST you ask?  HFST is like 
a bridge epoxy deck seal, except the basalt aggregate is swapped out for calcined bauxite.  Calcined 
bauxite holds up better to polishing, which provides a greater friction value over time.

In 2014, the DOT decided to take the plunge and try HFST to combat road 
departure crashes at horizontal curves.  The only kicker was that across the 
U.S., HFST had only been tested at locations where friction loss was due to wet 
road conditions.  As you are well aware, winter road conditions is more of a 
problem on South Dakota roads.  Just because it hasn’t been tried doesn’t 
mean it won’t work!  The DOT decided to pick a few locations to try and 
document the performance during winter road conditions.  

In the spring of 2014, the DOT applied for a FHWA Accelerated Innovation 
Deployment Demonstration grant to fund the application of HFST at four horizontal curves.  As required by 
the grant, the DOT documented lessons learned during the plans/specifi cations production, construction, 

and post construction performance.  The FHWA approved the 
application, projects were let on July 16th, and construction 
was completed in September of 2014.

The DOT identifi ed four horizontal curves for the project; two 
curves on I-229 and two curves on US14A, one west of Sturgis 
and the other south of Lead.  The four curves combined 
experienced 70 winter road condition road departure crashes 
between 2009 and 2013, an average of 14 a year.  Since the 
completion of the projects, three crashes have occurred on 
the four curves, an average of 1.5 per year.  This results in a 
total crash reduction of 89% for crashes of this type.  If you 
apply the Winter Severity Index to the equation, the total crash 
reduction is 85%.  Not too bad for something that was just 
“tried out.”

With the results of the project the DOT is moving forward with 
making HFST a go-to safety strategy.  In the summer of 2017, 
the DOT will place HFST at 18 additional locations.  These 
locations will include 12 horizontal curves, one interstate on 
ramp, one intersection, and four bridge decks.  All of these 
locations have shown an over-representation of winter road 
condition crashes.  This is just another example of how the 
SDDOT continues to go beyond good!
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by Andy Vandel, Highway Safety Engineer

Top: I-229 Southbound
Bottom: US14A Boulder Canyon
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Training Program Communication

by Ann Campbell, Training Coordinator
Last year a plan was created to help employees understand where training information can be found, how 

the information on training would be delivered, and who would be sending the information out. 
The chart below reads left to right and communicates the plan. The gray rectangles on the left indicate 

who is responsible for distributing the information.  Orange identifi es information that is delivered to a specifi c 
audience, and the brown specifi es what is either distributed to all staff or available to them.

Adding the DOT-Calendar to your shared calendars
1. Open your Outlook Calendar
2. On the tool bar under manage calendars, click on Open Calendar
3. Click “From Address Book”, then “Select Name: Global Address List” box will open
4. Search under “Name only” and type “DOT-Training Calendar” (no spaces between dashes) in the top 

left box. It will highlight the calendar.
5. Once the calendar is highlighted, click on “Calendar” and the “DOT- Training Calendar” will appear in 

the box. Click the “OK” button.
The DOT-Training Calendar should appear in your shared calendar. 

Information Officer
 Communicates

BHR
 Distributes

Training 
Coordinator

Communicates

DOT Newsletter- bi-monthly
Training Related Articles

Messages from STG’s
Messages from TOB

Training Accomplishments

Training Update- Bi-weekly
Notice of Newly Developed

 Upcoming Courses
TLN Course

Resources 

Self-Service for All 
Employees

 

Posted on Intranet  
Checklists

Video & eLearning
Resources Links

DOT Training Calendar
Course Dates

Course Descriptions
Conferences Dates

DOT Specific Training

BHR Training Website 
BHR  Calendar

State Employee Training

BHR Training 
Newsletter

 State Employee 
Training

Presentations to Staff Meetings
General Program Information

As Requested

Email to Supervisor
Staff Group Specific
Required Training

TLN Course Description
As Needed

Email to Supervisor
Staff Group Specific

Training 
Requirements

Training Communication Plan

Training 
Coordinator

 

Available to All 
Staff

 

Staff 
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Specific 
Audience

 

Certification Course 
Registrations

DOT & non-DOT
 

Email to non-DOT
TLN Opportunities

NHI Courses
 



JUNE 2015                   Page 2

Schultz Recognized For Leadership

Laurie Schultz, Administration Program Manager in Pierre, 
recently stepped down from the South Dakota State University 
(SDSU) Civil Engineering Department Curriculum Review 
Committee (CRC).  She has served on this committee for over 15 
years.  

One of the main purposes of the CRC is to assist the Civil 
Engineering Department with their Accreditation Board for 
Engineering and Technology (ABET) accreditation.  ABET is the 
recognized U.S. accreditor of college and university programs.

Accreditation is an assurance the professionals that serve 
us have a solid educational foundation and are capable of 
leading the way in innovation, emerging technologies, and in 
anticipating the welfare and safety needs of the public.

The CRC meets at least annually at SDSU in Brookings, and 
more frequently on the years that the ABET accreditation is 
being reviewed.  The committee is composed of approximately 
a dozen Professional Engineers who are representatives of 
consulting fi rms and government, or are business owners.  The 
meetings normally involve discussions on college staffi ng, 
enrollment, recruitment, budget, research, curriculum changes, 

and ASCE student activities.  SDDOT has a number of research projects conducted at SDSU, which enhances 
the need for SDDOT representation on the committee.

Larry Weiss, retired SDDOT engineer, also serves on the committee.

Christina Bennett, from the Operations Support Offi ce, will be replacing Laurie on the committee. Christina 
recently taught a Transportation Engineering course at SDSU and will be a great addition to the committee.

Schultz pictured second from left.
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Laurie Schultz and Professor Nadim Wehbe, 
department head for the Structural 

Engineering section of the Civil Engineering 
Department at SDSU
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Tammy Williams, Belle Fourche Area Engineer, recently had the opportunity to participate in the 2016 
Leadership Spearfi sh program sponsored by the Spearfi sh Chamber of Commerce. 
The program encourages leadership in the community while providing the opportunity to learn about 

businesses, public organizations and services in the area. Over the course of nine months the group visited 
approximately 15-18 organizations. 
As part of the experience, this group was challenged with planning and implementing a project that 

would benefi t the City of Spearfi sh community itself. The project chosen was providing lighting in the box 
culvert that goes under the interstate just west of Exit 12  - which connects a new city parking lot/trail head 
on the west side to the Lookout Mountain trail system.  
The parking lot is a result of the Rapid City Region working with the City of Spearfi sh to promote safety as 

many used to use the east side of Exit 12 to park and then hike up Lookout Mountain. Pedestrians, hikers 
and bikers are encouraged to use the box culvert/tunnel under the interstate to access the Lookout 
Mountain trail system which the city maintains.  
Those who supported the project with labor, equipment and funding were the Spearfi sh Area Community 

Foundation, Butte Electric Cooperative, Black Hills Energy, the City of Spearfi sh, and SDDOT.  
Pictured below are representatives from the organizations noted, a picture of the sign mounted on the 

entrance of the west end of the box culvert and one of the lighting itself in the box culvert.  

NOVEMBER 2016                 Page 7

Williams Leads By Example   
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Tunnel Inspections
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Pictured are Jay Tople & Randy Sauter, photos by Todd Thompson - Bridge

Needles Tunnel
Hood Tunnel

Doane Robinson 
Tunnel

Gideon Tunnel

Scovell Johnson Tunnel

Miner’s Gateway Tunnel
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ArcGIS Tips and Tricks

by Terry Erickson, Transportation Inventory Management
Creating and Exporting a Shapefile

If you have ever been asked this question—”Hey, can you send me a shapefi le of your data?”  this next installment will 
help you through this process.  First and foremost, is the understanding of what a shapefi le is — A shapefi le is an Esri vector 
data storage format for storing the location, shape, and attributes of geographic features. It is stored as a set of related 
fi les and contains one single feature class. The key element to remember in that defi nition is “set of related fi les”. It is not 
just one fi le, but a set of fi les that interact together within a GIS. 
There are a number of ways that you can create the shapefi le—from the ArcMap 

desktop, from ArcCatalog, or with ArcToolbox. Today, we will focus on the process 
from the desktop because that is where we are most comfortable. We begin by 
locating and right clicking on the layer in our Table of Contents. In the content 
menu that appears select Data—Export Data… note that in the Export Data 
pop-up you have the option to export the layer to a shapefi le or a geodatabase 
feature class. It is important to remember that there is a difference in both how 
it is stored and how it would be delivered to your customer. Export the data as a 

shapefi le.
The Export Data dialog box— the options 

selected are the default. Export—All features 
and the coordinate system is by default the layer’s source data. Typically, there is no 
reason to change this unless the request specifi cally asked for a coordinate system 
other than how the source was defi ned.  Our data (DOT’s) is NAD 1983 StatePlane 
South Dakota North FIPS 4001 (US Feet).  If you are not sure what the projection is of 
your source data use the Layer—Properties—Source tab to fi nd the information. 
The most critical item to remember during this process is the destination of the 

Output feature class. By default ArcMap remembers the last location you used for 
this process and will remain pointed to that destination location unless specifi ed 

otherwise. All of us have launched the export process (click OK) without checking the location of the destination and 
then after it completed asked yourself—now, where did I put that? I force myself to locate the folder destination using 
the browse  button (yellow folder icon) rather than keying in the shapefi le name at this time. 
Now that the shapefi le has been created, it’s time to send it to your contact and why it made sense to remember where 

the shapefi le was stored. Typically, we would use Outlook and email the fi les to your contact and the process used for 
attachments is the same. The main difference is that there are multiple fi les that make up a shapefi le. All of the fi les must 
be included  or the shapefi le will not work properly.
Some other considerations of a shapefi le that we will 

go over in future publications are —
• Prior to the export, you can limit what data 

attributes (fi elds) are included in the shapefi le if 
you have sensitive (for internal use only) data.

• Verbose Field names are truncated (10 
characters or less) when stored in a .dbf fi le. At 
times, this can render the data less useful when 
you have multiple fi elds beginning with repetitive 
prefi xes.

•  They cannot store NULL values and they round 
up numbers, and if your data contains subtypes 
or domains they are not honored and they cannot store both date and time in the same fi eld. 

• They have a size limitation of 2GB (that’s a lot of data), but BIT’s policy does not allow for attachments over a certain 
size to be sent via Outlook.  In the case where the shape fi le is too large we must move the fi le to the State FTP site 
for distribution.
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The Central offi ce staff held their Celebrate 
Success event on Nov. 10. Shantel Krebs, Secretary 
of State, was the featured speaker & spoke about 
communicating by grouping everyone in to 4 
categories: Dove, Owl, Peacock or Eagle. It was 
very interesting to see who was what animal & 
provided insight on how to communicate better 
with each other. The team building exercise was 
blackout Bingo where you had to get signatures 
from someone who met the criteria of the square - 
some examples were: never fl own in a plane, won 
a team award, ridden in a 
bucket truck & attended 
a college other than SDSU 
or SDSM&T. Kudos to the 
committee for a fun & 
interesting event!

Top right photo below is 
Shantel (in pink).

Bottom photo is the Bingo 
game.

Road Design Chili Cookoff
Tuesday, Nov. 22
Judges – Kristi Sandal, Travor Diegel and Mark 
Leiferman

Winner – John Bechard with “Of Coors It’s Chili” 
(acrylic trophy and name on plaque)
People’s Choice – John Bechard with “Of Coors 
It’s Chile” (Silver Ladle)
Best Name – Levi Briggs with “Drawer Droppin’ 
Chili (two soup bowls)

Entries in order of photo: Randy Gossard “The 
Great White Heat”; Levi; Chris Jundt “Surprise 
Package”; Sarah Gilkerson “Unicorn’s Last 
Supper; John; Neil Schochenmaier “Cheapest 
Gas in Town”; William Marcouiller “Chili Chili Bang Bang”; Steve Ryan “Trumped Up”; and Sam Gilkerson 
“Hillary’s Pay to Eat Chili”.

Cinnamon rolls and cookies were enjoyed for dessert.
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Longevity

Retirement

Brad Cox of the 
Lennox Shop, 
gets his 25 year-
pin from Keith 
Voegeli, Sioux 
Falls. 

John Suomala, 
Asst. Region Traffi c 
Engineer in Rapid 
City, gets his 10-
year pin from Tom 
Horan.

Jan Miller retired on Nov. 8, 2016 after 45 years 
of service from the DOT Repair shop. A little 

back history - Jan started out in Pierre  mainte-
nance from 1970 to 1977; he then transferred to 
the Pierre region bridge crew from 1977 to 1981; 
then back to maintenance from 1981 to 1989. 

Jan's fi nal move was to Pierre as the region 
repair shop welder from 1989 to 2016.

Keith Termeer  30 11/24/2016 Equipment Technician Sioux Falls
Craig Smith  25 11/27/2016 Administrator   Mitchell Region
Steve Gramm  25 11/28/2016 Engineer IV   Project Development
Roger Bitz  25 12/09/2016 Journey Transportation Tech Aberdeen Area
Paulette Huber 30 12/15/2016 Project Technician  Custer Area
Kelly Van DeWiele 25 12/21/2016 Engineer IV   Project Development

Pamela McBride Senior Secretary  Yankton 11/09/2016 New Hire
Ryan Tobin  Engineer III   Pierre  11/09/2016 Lateral Transfer from GFP
Mark Kirkeby  Sr  ROW (Acq. & Reloc) Sioux Falls 11/14/2016 New Hire
Lane Foster  HM Worker   Faith  11/14/2016 New Hire
Colby Jensen  Transportation Analyst  Pierre  11/24/2016 Promotion
Michael Macks Partsroom Assistant  Rapid City 11/28/2016 New Hire
James Boggs  HM Worker   McIntosh 11/28/2016 New Hire

New Employees/Transfer/Promotions

Randy Vesely, Winner 
Survey Crew Chief, gets 
his 30-year plaque from 
Brad Norrid. 



CONDOLENCES 
Irene Hansler, mother of Jennie Bucholz, Right of Way, passed away on Wednesday, Nov. 16.
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Loren and Anna Haynes, have 
a new Granddaughter 

Karson Rein Hunter 
DOB: November 3, 2016

Weight: 7 lbs. 1.5 oz. 
Length: 19 3/4”

Parents: Derek & Katie Hunter 
Siblings: Big sisters Kaia Beth & 

Deim Paige
Loren is the Lead Hwy. Maint. 

Worker in Martin.

BABIES
Brad Norrid is a proud 

grandpa to:
Archer Bradley 

DOB: November 15, 2016
Weight: 7 lbs. 2 oz. 

Length: 20-1/2“
Parents: Isaiah & Kelli Curtis

Siblings: Big sisters Hallie. 
Brad is an engineering 
supervisor in Winner.

Cameron Auch, son of Courtney and Zach Auch, Sioux 
Falls Area Survey Crew Chief, has been diagnosed with an 
extremely rare form of cancer, Congenital Angiosarcoma. 
A story about young Cameron’s diagnosis and journey was 
featured on KDLT news: http://www.kdlt.com/news/local-
news/the-fi ght-of-his-life-infant-diagnosed-with-rare-form-of-
cancer/42523720.

A medical donation page has been set up at: 
https://www.youcaring.com/zacharycourtneyharperand-
cameronauch-683097.

A second story on KDLT: http://www.kdlt.com/news/
local-news/gold-coin-donation-for-bay-batteling-can-
cer/42579938

Photo courtesy of KDLT news.


